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Privacy Policy and Principles

I. Introductory Provisions

The Policy and Principles of Personal Data Protection formulates the basic objectives
and principles for the processing and protection of personal data at TRIMILL, a.s.
("Company" or "TRIMILL").

At the same time, the document declares the will of the management of TRIMILL to
inform employees, processors, recipients and third parties about the importance of
personal data protection and its support for the implementation of a controlled
system of processing and protection of personal data that complies with Regulation
(EU) 2016/679 of the European Parliament and of the Council of 27. April 2016 on the
protection of natural persons with regard to the processing of personal data and on
the free movement of such data and repealing Directive 95/46/EC (General Data
Protection Regulation) - General Data Protection Regulation ("GDPR"). The document
expresses the support of TRIMILL's management for the implementation, operation,
performance evaluation and continuous improvement of this system.

1. The main objectives of data protection
The main objectives of data protection are:

Ensuring the protection of natural persons in relation to the processing of their
personal data.

Ensuring the rights of natural persons in relation to the processing of their personal
data.

Maintaining ongoing compliance with the requirements of the GDPR.

Maintaining compliance with other legal and technical requirements set out in
applicable related legislation and technical standards.

Ensuring the ability to prevent and manage adverse events.

Enforce employee accountability in ensuring data protection.
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Continuously improve the suitability, adequacy and effectiveness of the data
protection management system.

1. Principles of processing and protection of personal data

The processing and protection of personal data in the Company's environment is
governed by the following GDPR principles:

Lawfulness of the processing of personal data

The Company processes personal data mainly for the following purposes:
Services, internal processes and the operation of the organisation

a) Contractual relations with suppliers and customers,

b) employment law and payroll,

c) asset protection.

For these processing purposes, records of the processing activities are processed,
which are listed in Annex 1 to this document.

All processing is carried out on the basis of a specified legal basis, which is set out in
the relevant processing activity record for the purpose in question.

Responsibility for keeping the records of activities up to date and complete rests with
the relevant senior staff.

Guidance on the implementation of this principle is further elaborated in the
Guideline 'Obligations of persons when processing personal data'.

2. Limitation of purpose

The Company collects personal data only for predefined, explicit and legitimate
purposes.

To fulfil the principle, the following rules are applied:

A specific and legitimate purpose is always determined in advance for each
processing.

The legal basis for processing is always related to the individual purpose.
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The data are processed only for the purpose in question and are prohibited from
being used for other purposes.

Data collected for different purposes may not be combined and shall be recorded
and processed separately, except for purposes which may be combined by special
law or for archiving purposes in the public interest.

Responsibility for compliance with this principle rests with all senior staff in whose
area of responsibility and on whose agenda personal data are processed.

Guidelines for the implementation of this principle are further elaborated in the
Guideline 'Obligations of persons when processing personal data'.

3. Data minimisation and storage restrictions

In the Company, personal data is processed only for the stated purpose and only for
the necessary period of time.

To fulfil the principle, the following rules are applied:
It is prohibited to collect and process:

a. odisproportionate personal data,

b. oirrelevant personal data,

c. o personal data that are not necessary.

This rule is established for existing processing purposes by listing the basic types and
categories of data in the records of processing activities.

For possible future processing purposes, the rule will be applied in the same way, in
accordance with the standard protection rules.

Responsibility for compliance with this principle rests with all managers and
employees under whose authority and on whose behalf personal data are processed.

Personal data shall be kept in paper and electronic form only for a limited period of
time appropriate to the purpose of the processing. At the end of that period, they
shall be destroyed or erased in accordance with the rules and time limits laid down in
generally binding legal provisions.

Responsibility for compliance with this principle shall lie with all senior staff in whose
area of responsibility and on whose agendas personal data are processed.
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9) The responsibility for compliance with this principle in electronic form rests with the
employee or person (natural or legal person under a contractual relationship)
responsible for the management and operation of information technology.

10) Personal data shall be accessible only to as few persons as possible.

This rule is established by identifying and establishing rules to control access to
personal data in paper and electronic form, as well as the disclosure, sharing and
transfer of information.

Responsibility for adherence to this principle rests with all managers and employees.

Guidance on the implementation of this principle is further elaborated in the
Guideline 'Responsibilities of Individuals in the Processing of Personal Data'.

1. Accuracy of personal data

The Company processes only accurate personal data. The principles for updating the
data processed are set in a manner appropriate to the criticality of their potential
impact on data subjects.

The employee responsible for the preparation and conclusion of the employment
contract shall instruct each employee on the obligation to report any changes to any
personal data transmitted by him.

The responsibility for determining how to verify the accuracy of the data rests with all
senior staff in whose areas of responsibility and on whose agendas personal data are
processed.

2. Fairness and transparency in the processing of personal data

When processing personal data within the scope of TRIMILL, data subjects are
transparently informed in the following ways:

- basic information on the TRIMILL website www.trimill.cz, accessible to all data
subjects,

- additional written information on the processing of personal data provided for
individual agendas requiring consent to the processing of personal data and for
selected agendas,

- written information on the processing of personal data for employment law
purposes provided to new employees,

- information on the monitoring of buildings or premises by CCTV systems,
- information in other internal regulations.

The Company has established procedures for exercising the rights of the data subject.
These rights are:

- the right of access to personal data,
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- the right to rectification of inaccurate personal data,

- the right to erasure (to be forgotten),

- the right to restriction of processing,

- the right to portability,

- the right to object to the processing of personal data,

- the right not to be subject to automated individual decision-making.

The exercise of the rights of data subjects in TRIMILL shall be managed by the
relevant senior employees within whose remit the relevant request to exercise the
right falls.

The procedures for implementing this principle are detailed in the Guidelines
- "Obligations of persons when processing personal data",

- "Exercise of data subject rights".

3. Confidentiality, integrity and availability of personal data

The Company has adopted appropriate technical and organisational measures
appropriate to the context and purposes of the processing of personal data.

All technical and organisational measures are taken on the basis of an information
risk analysis. The risk analysis was carried out on the basis of:

(a) an assessment of the threats acting on the equipment, system and other assets
within which personal data are processed,

(b) an assessment of the threats to the rights and freedoms of data subjects.

Based on the conclusions of the risk analysis, appropriate organisational and
technical measures have been implemented to ensure an adequate level of
protection of the personal data processed.

To perform the risk analysis, a risk assessment methodology was established based
on the requirements of Decree No. 316/2014 Coll., on security measures, cyber
security incidents, reactive measures and on the determination of the formalities of
submissions in the field of cyber security (the Cybersecurity Decree). The risk analysis
carried out also took into account the threats posed by the possibility of accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or unauthorised
access to, personal data transmitted, stored or otherwise processed.

The employee or person (natural or legal person under contract) responsible for the
management and operation of the information and communication technology and
the relevant senior staff shall be responsible for establishing and keeping up-to-date
the technical and organisational measures resulting from the risk analysis.

Guidelines for the implementation of this principle, including the determination of
appropriate technical and organisational measures for physical, personnel,
administrative and computer security, are detailed in the following Company
Director's Guidelines and documents:
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- Guideline "Obligations of persons when processing personal data".

- Guideline "Exercise of data subject rights",

- Guideline "Protection of Personal Data",

- Guideline "ICT Security",

- Guideline "Protection of personal data in the video surveillance system",
- GDPR Risk Analysis Methodology,

- List of threats and measures,

- Risk Management Plan,

- GDPR Risk Assessment Tool.

4. Responsibilities of the data controller

The Company is the controller of the personal data.

The Data Controller shall ensure and demonstrate compliance with the GDPR:

1) by processing the Privacy Policy and Principles, setting out:

- the objectives of personal data protection,

- the principles of processing and protection of personal data,

- responsibilities for the implementation of the principles,

- responsibility for control.

2) processing records of processing activities,

3) elaborating the Policy and the principles of personal data protection into the Guidelines
and documents referred to in point 6,

4) ensuring the principles of deliberate and standard data protection, implemented:

- designing appropriate technical and organisational measures of deliberate protection
established before the actual processing begins, even at the time of determining the means
for processing personal data,

- implementing and maintaining intentional and standard protection by appropriate
technical and organisational measures based on the results of a risk analysis.

5) Compliance with all GDPR principles in relation to processors and other controllers.
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